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|ACD Experimentation: The Beginning

Make it Real

0

Make it Real
Quickly establish the ability to automate and integrate
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|ACD Spiral Efforts to Inform Framework

Integrated Adaptive Cyber Defense
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First IACD Community Day

() is

Integrated Adaptive Cyber Defense (IACD)

Community Day * March 5, 2015
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First IACD Community Day - Agenda

DHS CS&C & NSA IAD
 Welcome
JHU/APL IACD Team

« ACD/IACD Background

* IJACD Activities & Approach

* Federated Innovation, Integration & Research Environment (FIIRE)

« Spiral 0: Making It Real — Summary & Results

 Spiral 1: Scalability & Automated Indicator Sharing - Demonstration
 Spiral 2: Risk- and Mission-based Decision Complexity — Looking Ahead
All

 Discussion/Questions/Feedback — Parsons Auditorium & Barton Room
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Final ommunity Day Agenda

Integrated Adaptive Cyber Defense (IACD) Community Day — March 23, 2017

0830-0840 Welcome

0840 - 0915 IACD Overview and the IACD Framework

0915 - 1000 Spirals 6 & 7: IACD Implementations and Findings

1000-1015 Break — Poster Sessions on Mezzanine

1015-1130 IACD-associated Demonstrations and Presentations
1015-1040: Anomali/STAXX - Modularization of Information Sharing
1040-1105: Symantec - OpenC2 Proxy Prototype
1105 -1130: WWT - Look Ma — No Hands!

1130-1140 Overview of Breakout Sessions/Afternoon Logistics

1140-1215 Lunch — Networking, ar Sessions

1220 - 1335 Breakout Sessions

1340 - 1400 Reconvene — Discussions, Q&A, Close out
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\ Ieratmg the Speed and Scale of Cyber Defense

Johns Hopkins University Applied Physics Laboratory
Laurel, Maryland, 16-17 October, 2017

https://secwww.jhuapl.edu/iacd
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Welcome:

Integrated Cyber Fall 2017

* 500+ Regqistrants

» 240+ Organizations

g « 60+ Speakers

. 8 4 Keynotes f"AI s
1ACD ~3§ 6 Panels X

e 6 Tech Talks/Deep Dives Automated Indicator Sharing ‘
« 6 Community Central Sessions

* 3 Integrated Cyber 101 Sessions

« 2 Lunch Networking Sessions

1 Networking Social

Integrated Adaptive
* Cyber Defense -




e Evolution of Integrated Cyber

Final Integrated Cyber
May 2019

First Integrated Cyber

Final Community Day
Mar 2017

Oct 2017

First Community Day

_ Mar 2015
Spiral 0
Jul 2014

o L

...defense at cyber-relevant speed...
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JACD Community

COMMUNITY
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Shareable Workflows Concept

« Uses established ISO open standard, BPMN/XML. Cyber User
Sharable Workflow i Organization
- - - R i
« Workflows ingestible into any BPMN tool LA Wordows BPUNXIL based) SOAR Pt Envonmert
» Tailor to specific organization’s local policies and business Sl
rules s L Demo Scanar 2

Modified _/

Workflow
BPMN XML

« Automatic translation into SOAR-specific formats

« 2 SOARs have actively participated in this demonstration
 10Cs & TTorPs are “triggers” for shared workflows

« Can lead to organization-specific actions based on Risk Profile

Cybersponse .
Workflow

Editor 1 ; ' ' " —‘* [ Consumer 1 Environment ‘ | Resonse
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MOSAICS Spiral 0 Reference Implementation

ICS Components
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Beyond Indicators: Scalable Network Defense

« Current research on sharing Tactics,
Techniques, or Procedures

« Utilization of Palo Alto’s Adversary
Playbooks and MITRE’s ATT&CK

* Identification of triggers for
automation workflows within
adversary playbook

PLAYBOOK VIEWER

@unit42

Reoper s 0 suspected North Korean cyber esplonoge group that has torgeted primarily South Korean government, milkory, defense
OILRIG Industriol bose, ond media sector. In 2017 the group storted to torget other countries that Inchades Japan, Vietnom, Nepol, Kuwalt,
ond ports of the Middle East. With their exponsion of torgets thelr Industry torgets exponded os wed, Reoper tends to use primorlly
SOFACY speor phishing toctics for molwore delivery but, this threat group olso compromise strotegic websites, ond use torrent file sharing to
distribute thelr molware.
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IACD Roadmap - What’s Next?

-

Improving Information

Sharing participation

* Eliciting Trust:
indicator scoring,
provenance/source

* Incentivizing
information sharing

* ldentifying the most
useful types of
information to share
(e.g., tactics vice
indicators)

» Design/Implement the
next generation
architecture for Cyber
Information Sharing

N

J

Leveraging Artificial
Intelligence

* Sense-making
analytics

» Decision Support
(Orchestration
workflow design and
testing)

* Automating support to
equity review and
classification
determination

S

N\ 4 )
Evolve to Fit Emerging Automation Security
Cybersecurity « Orchestrator
Landscape Hardening
* Incorporating Shared « Secure Credential
Services Access/Storage
* Moving from Boundary o Trusted M2M
Protection to Authentication
Information Protection « Protection Profile
* Moving from
Centralized to
Decentralized
Information Sharing
 Holistic approach to
security and operations
* Impact driven—not just
event or threat driven
J \ J




Improve the Security of Automation

As we increasingly automate our cybersecurity operations, automated systems become lucrative targets. We need

Perspectives

to ensure those systems have a security level commensurate with their criticality.

Characteristics of Automation

(" Sources of (Mis)Trust

{ Roles/Personas |
J

[l
i

| ( Levels of Rellance/Complacency

Levels of Trust
- | e Relance |
Automation Contribution
Levels of Automation Contribution
@

Harden orchestrators — Security orchestrators are at the core of security
automation. We need to investigate designs that ensure their security
against compromise.

Design secure credential access/storage — The ability of the orchestrator to
authenticate itself to security capabilities and services makes a strong case for
a secure and available credentialing infrastructure to support needed
automated operations.

Implement trusted M2M authentication — The ability for services to
authenticate to each other at machine speed (as opposed to relying on
person-based credentials) is critical for security automation. We need to
ensure trust mechanisms for those machine-to-machine credentials.

Establish an orchestration Protection Profile — Formalize the considerations
for evaluating orchestrator security.

Architect playbook provenance — Establish the mechanisms for understanding
the origins of playbooks in order to evaluate their trustworthiness and

applicability to a given context.
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Leveraging Artificial Intelligence

Artificial intelligence and machine learning hold the promise of substantially improving portions of sensing, sense-

making, decision-making, and even evaluating the efficacy of actions that have been taken. How do we leverage

the progress being make in this area to speed information sharing and increase automated response actions?

Implement shareable, sense-making analytics — Address the critical need to
rapidly assess and utilize the information that is flowing in from multiple
sources at the speed and scale needed to anticipate and respond to changing
situations; and share the ‘how to’ with others.

Advance Automated Decision Support — Accelerate progress to rapidly assess
potential response actions and provide suggested responses for humans ‘in
the loop’, and accurately determine and implement high-benefit/low-regret
responses for humans ‘on the loop.

Automate support to equity review, analytic review, and classification
determination — Every information provider has equity concerns about the
information they share. At the same time, the value of cyber information
decays rapidly over time. This addresses moving these manual processes to
the speed of relevance. We need to speed the ability to make accurate equity
and classification determinations while the information has greatest value.



Evolve to Fit the Emerging Cybersecurity Landscape

Cloud services are playing an increasingly important role. Further, there is an increasing understanding of the
need to have information-focused, rather than system-focused security.

Protection

/Facilities Engineer

Incorporate Shared Services — Determine how best to apply the principles of
security automation, interoperability, and information sharing in the context of
cloud services.

Expand Beyond Boundary Protection to Information Protection — With the
decline in firm boundaries, determine how best to exercise fine-grained control
and protection for information.

Include Both Centralized and Decentralized Information Sharing — Moving
beyond only a hub and spoke information sharing model, to one that enables
and fosters peer-to-peer sharing of information and defensive actions within and
among communities of trust.

Unify the approach to security and operations — There is an emerging need to
fully integrate cybersecurity systems and processes with the operational/mission
portions of the enterprise. Determine how that affects the content and
processes for sharing cybersecurity information.

Impact driven—not just event or threat driven — Move from a severity model that
only considers threats and events, to one that also considers impacts and risks.
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Integrated Adaptive Cyber Defense is sponsored by the
Department of Homeland Security and the National Security
Agency in collaboration with The Johns Hopkins University

Applied Physics Laboratory.

Our goal is to dramatically change the timeline and
effectiveness of cyber defense via integration, automation,
and information sharing.
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