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Cybersecurity 
Context
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Fraud-Cyber 
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Social 
Engineering

Automated 
Attacks
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Evolving Threats
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Source: Recorded Future via Fortune Magazine ‘A Hacker’s Tool Kit’ 
http://fortune.com/2017/10/25/cybercrime-spyware-marketplace/

http://fortune.com/2017/10/25/cybercrime-spyware-marketplace/
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Security Operations Center (SOC)
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Emerging SOC Operational Drivers

Limitations of traditional 
signature and rules-
based approaches, 

requiring probabilistic 
and risk-focused models

Integrated situational 
awareness of network, 

device, and user behavior 
while reducing false alerts

Big & fast streaming data
needs to be stitched into 

‘smart data’

Need to build and 
validate efficacious 
machine learning 

models

Automation of manual 
investigation and 

remediation processes
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Cybersecurity Data Science 
(CSDS)
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https://www.sas.com/en_us/whitepapers/ponemon-how-security-
analytics-improves-cybersecurity-defenses-108679.html

* Survey of 621 global IT security practitioners

Level of difficulty in reducing false alerts*

https://www.sas.com/en_us/whitepapers/ponemon-how-security-analytics-improves-cybersecurity-defenses-108679.html
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CSDS: Cybersecurity Data Science

Investigation tools that visualize complexity 
to improve investigator efficiency and 

decision making

Moving to real time 
detection and 

decisioning

Replacing rules with 
machine learning to reduce 

false alerts

Automation of manual 
processes and routine decisions

Data engineering to structured 
and integrate distributed big 

data into ‘smart data’
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Data Engineering Advanced Analytics Triage / Validate Remediate

?Diagnostics & 
patterns

Predictive 
modelling

Establishing 
baselines

Anomaly 
detection

Behavioral
insights

INVESTIGATORScientist CASE MGMT
DATA 

ENGINEERData Manager
Data Scientist Infosec Response

Cyber 
Investigator

Cybersecurity Analytics as-a-Process

Machine Learning
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Deploy

Cybersecurity Data Science (CSDS) Lifecycle

Frame

Model

EngineerValidate

Monitor

ExploreDECIDE

DISCOVERYDETECTION
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DATA

DISCOVERYDETECTION

C S D S  P r o c e s s
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CSDS Data
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CSDS Process
Unified Orchestration
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The devil is in the data
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Hidden threats want to remain hidden (in the data)
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Anomaly Detection:  Simply Complex
Identifying focused anomalies amongst an ocean of noise…

SOURCE  Aggarwal, Charu C. (2017). “Outlier Analysis: Second Edition”. Springer International Publishing AG.
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https://www.sas.com/en_us/whitepapers/ponemon-how-security-
analytics-improves-cybersecurity-defenses-108679.html

* Survey of 621 global IT security practitioners

Challenges preventing successful 
use of cybersecurity analytics*

https://www.sas.com/en_us/whitepapers/ponemon-how-security-analytics-improves-cybersecurity-defenses-108679.html
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Anomaly Detection Predictive Detection
Risk Awareness / 

Resource Optimization

• Big data overload
• Flags, rules, and alerts

Cybersecurity Analytics Maturity Curve

Data-aware 
Investigations

Chasing  
phantom 
patterns ? ? ?
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SOURCE
Security Brief Magazine. (2016). “Analyze This! Who’s 
Implementing Security Analytics Now?” Available at 
https://www.sas.com/en_th/whitepapers/analyze-this-108217.html

https://www.sas.com/en_th/whitepapers/analyze-this-108217.html
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userid

IP address

destination port

time stamp
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device type

date stamp

Source 
location

IP address

threat alert

destination port

destination
geolocationdevices

source 
geo location

destination IP
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Security Data Management Challenge: Speed and Volumes

x 
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Many data sources… increasing data volumes

High false alerts… slow investigation processes
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!
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FRAGMENTED

VOLUME & 
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LACK OF 
CONTEXT

MULTIPLE
SYSTEMS
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Data Engineering:  Fusion, Quality and Delivery

•

MQ

XML

Cloud

DESTINATIONS
SOURCES 

DATA INTEGRATION

DATA ACCESS

REAL TIME

DATA VIRTUALIZATION

DATA QUALITY & 
VALIDATION

MASTER DATA MGMT

DATA MANAGEMENT

DATA GOVERANCE

RDBMS

RDBMS

Cloud

“Organizing data is a critical first step in figuring out what data means”

Larry Alton, Information Management Feb 14th, 2019

https://www.information-management.com/opinion/the-importance-of-maintaining-transparency-in-data-analysis?utm_campaign=analytics-feb 14 2019&utm_medium=email&utm_source=newsletter&eid=02af337fce6f0517bef71aa2b787b097
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Cybersecurity Frameworks & Ontologies

FRAMEWORKS
• MITRE Cyber Observable eXpression

• NIST Cybersecurity Framework

• Intrusion Kill Chain (Lockheed Martin)

ONTOLOGIES
• DFAX Digital Forensic Analysis eXpression

• CVE Cyber Intelligence Ontology

• ICAS Information Security (example)

• UCO / UCO (OWL)
Unified Cybersecurity Ontology
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Whitepaper: A Comprehensive Approach to Big Data Governance, Data Management and Analytics

• Lineage
• Governance

• Security

• Ingest
• Digest
• Expel

• Cleansing
• Integration
• Discovery

https://www.sas.com/content/dam/SAS/en_us/doc/whitepaper2/sas-comprehensive-platform-for-big-data-governance-data-management-analytics-107968.pdf
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CSDS Discovery

39
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Deploy

Cybersecurity Data Science (CSDS) Lifecycle

Frame

Model

EngineerValidate

Monitor

ExploreDECIDE

DISCOVERYDETECTION
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CSDS Process
Unified Orchestration
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Cybersecurity Events
Irregular and Complex Events

time’s arrow…
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What is a User, Anyway?

UserId

External 
IP

IP (or 
MAC 

address)

Authentication
Event

Person

Machine 
process

Team

Session 
(e.g. 

application, 
HTTP(S))

Device / 
machine

Device / 
machine

Auth 
event

Authentication
Event

Authentication
Event**

Session
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behavioral 
profile
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Self-Service Visual Analytics

x
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Interface-User

System Manager 

System Host

System-User

Human Users

Network Graph Analytics

47

• Centrality

• Eigenvector

• Density

• Reach

• Strength

• Recopricity
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Feature Selection / Extraction
Understanding Network Behavioral Patterns

0%
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20%

30%

40%

50%
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70%
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90%

1-50 51-upwards

% Users to % Hours Active

Users Hours Active

Pareto Principle 
• 80/20% pattern in network-usage 
• Outliers: multiple devices 24 hours online

• High correlation: hrs online and breadth of activities

• Pattern observed across multiple networks
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Dimensionality Reduction
Principal Component Analysis (PCA)

Graph measures

Exceptions System calls

Data access

# Sessions

Web Service calls

Time measures
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Cluster analysis finds 
20 statistically 

similar user groups 

Pattern Extrapolation Machine Learning (Unsupervised)
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Cyber
Analytics

Pattern Extraction

Anomaly Detection

Predictive 
Modeling

Text Analytics 

Process Analytics

Network Analysis

CSDS: Diverse Analytics Toolkit

UNKNOWN 
PATTERNS

UNSTRUCTURED 
PATTERNS

UNEXPLAINED 
PATTERNS

KNOWN 
PATTERNS

COMPLEX 
PATTERNS

KNOWN ATTACKS

Diagnostic Baselining

Multivariate 
Extrapolation

Unsupervised 
Machine Learning
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CSDS Detection

52
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CSDS Process
Unified Orchestration
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Deploy

Cybersecurity Data Science (CSDS) Lifecycle

Frame

Model

EngineerValidate

Monitor

ExploreDECIDE

DISCOVERYDETECTION
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Cyber
Analytics

Pattern Extraction

Anomaly Detection

Predictive 
Modeling

Text Analytics 

Process Analytics

Network Analysis

CSDS: Diverse Analytics Toolkit

UNKNOWN 
PATTERNS

UNSTRUCTURED 
PATTERNS

UNEXPLAINED 
PATTERNS

KNOWN 
PATTERNS

COMPLEX 
PATTERNS

KNOWN ATTACKS

Diagnostic Baselining

Multivariate 
Extrapolation

Unsupervised 
Machine Learning
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DATA ENGINEEERING

Business 
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Understanding 
Patterns

Forecasting & 
Probabilities
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Data Science: Continuum of Analytics Methods
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Predictive Machine Learning (Supervised)
x

CAR Engine

Training set Validation set

Non-hacker Hacker

NORMAL UNUSUAL

Device

Time of day

Source 
location

IP

Threat 
intelligence

Amount

At risk 
profile

Destination
location

Secure
profile

Known 
devices

Average
amount

Known
location

Known
destination
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SUPERVISED MACHINE 
LEARNING

Supervised Learning
• Trained on labeled examples. We have a target we 

are predicting.

• Map inputs to desired output.

• Suitable for classification and prediction.

Considerations

• Obtaining labeled data for rare events can be a 
challenge

• Suspicion is not a cyber incident!

• Data is skewed 99-1

Decision trees 

Gradient boosting

Random forests

Naïve Bayes

SVM

Gaussian processes
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Machine Learning Model = Active Data Vehicle
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Machine Learning Segmentation and Classification

https://medium.com/datadriveninvestor/differences-between-ai-and-machine-learning-and-why-it-matters-1255b182fc6

https://medium.com/datadriveninvestor/differences-between-ai-and-machine-learning-and-why-it-matters-1255b182fc6
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Model Building Process  Analytics Life Cycle

Raw Data Features    Modeling Insights  Feature 
Selection

Feature 
Engineering

SAS: ‘Managing the Analytics Life Cycle for Decisions at Scale’

https://www.sas.com/content/dam/SAS/en_us/doc/whitepaper1/manage-analytical-life-cycle-continuous-innovation-106179.pdf
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Bootstrapping Machine Learning Facilitated Cyber Detection

Rule-based
Alerts

InfoSec 
Hunters

Unsupervised 
Machine 
Learning

Unsupervised 
Outliers & 
Anomalies

SIEM / 
Big Data  Repository

InfoSec 
Investigation

Labeled 
Instances 
(TP or FP)

Network 
Discovery / 

Data Quality

Supervised 
Machine 
Learning

Feature 
Engineering

1. TRADITIONAL RULE-BASED PATH

2. UNSUPERVISED DISCOVERY

3. SUPERVISED LEARNING

Human-in-the-Loop
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Architecture:  Exploratory & Detection Platforms*
Functional Architectural Segmentation

Exploratory ‘big 
data’ repository

* Runs counter to the vendor stance of store ‘all-the-data-all-the-time’

Operationally 
focused detection

Feature engineering
i.e. selection, refinement, 

binning, correlations

Canonical ontology / 
schemas

Analytical models
• Statistical
• Supervised

Analytical models
• Descriptive
• Unsupervised

Analytical models
• Semi-supervised
• Human-in-the-loop
• Reinforcement
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Summary
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Accelerate the Analytics Lifecycle
A Unified Process Approach  
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Deploy

Cybersecurity Data Science (CSDS) Lifecycle

Frame

Model

EngineerValidate

Monitor

ExploreDECIDE

Data Engineer

Cybersecurity 
Expert

Data Scientist

Cybersecurity 
Investigator

DISCOVERYDETECTION
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Anomaly Detection Predictive Detection
Risk Awareness / 

Resource Optimization

• Big data overload
• Flags, rules, and alerts

Learning
• Human-in-the-loop 

reinforcement 
learning

•Semi- and 
Supervised ML

Risk Optimal
• Champion-

challenger model 
management

• Automating alert 
triage

• Resource 
optimization

Cybersecurity Analytics Maturity Model

Data-aware 
Investigations

Understanding
•Feature 
engineering

•Unsupervised ML
•Labeling
•Diagnostics

Chasing  
phantom 
patterns
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Want to Know More?

SAS whitepaper ‘Data Management for 
Artificial Intelligence’

SAS Cybersecurity Solution (SCS)
www.sas.com/en_us/software/cybersecurity.html

www.sas.com/en_us/whitepapers/data-
management-artificial-intelligence-109860.html

http://www.sas.com/en_us/software/cybersecurity.html
http://www.sas.com/en_us/whitepapers/data-management-artificial-intelligence-109860.html
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