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Outline

• Why?
• Adversary Playbooks
• MITRE ATT&CK
• How can it be used to share behaviors
• Detections

• Live Attack + Respond Campaign Demonstration
• Lessons Learned
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Driving Motivations

• Want to move away from indicators
• Short shelf life
• Dead on arrival

• Want to move “Left of the Boom”
• Share TTPs, specifically TTorPs

• Want to stay machine consumable and therefore, automatable
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Current Landscape

• Lots of Indicators. Hashes, IPs/URLs, Domains
• Enriched
• Checked by analyst (sometimes)
• Acted on

• Automation exists, but current approaches still yields 
“Whack a Mole” approach

• TTPs always related to as one thing, rather than “T , T , or P”
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TTPs and Instances
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Playbook 
Element

Description Enables

Tactics Provides the What 
& Why

Capability Identification, Proactive 
Measures, Policy

Techniques How (Tech 
Agnostic)

Capability Assessment, Policy, Defensive 
Measurement Design

Procedures How (Tech Specific) Workflow development, Detections, 
Tailoring Guidance for Enterprises

Instances How (Examples) Detections and Incident Response



Investigation

• Adversary Playbooks by Palo 
Alto’s Unit 42
• Many different campaigns -> 

TTPs
• Maps to ATT&CK
• STIX Friendly
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Investigation (Contd.)

• MITRE’s ATT&CK
• Comprehensive
• Separated by Tactics

• Lots of techniques 
• Expands into Procedures

• Picked at least 1 technique 
out of each of all 11 tactics 
categories
• Influenced by Unit 42’s 

most common techniques
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ATT&CK Techniques Chosen
• Spear-phishing attachment (Initial Access)
• Port Scan (Discovery)
• Standard application layer protocol (Command 

and Control)
• Registry Run Keys (Persistence)
• Scheduled Tasks (Persistence)
• Remote file copy (Lateral Movement/Command 

and Control)
• Exfiltration over Command and Control Channel  

(Exfiltration)
• Credentials in Files (Credential Access)
• Admin Shares (Lateral movement)

Integrated Adaptive Cyber Defense  8



Detections

• Integration team wrote detections 
for ATT&CK techniques
• Get a gauge of the difficulty doing so

• Able to use this experience to 
weight how important specific 
information is in sharing threat 
behavior

• Information exchange with
Defense Point and APL ITSD

• MDR – “Detections as a Service”
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What to Share?

• Adversary playbook
• Lacks certain details
• Ingest options are not 

currently 
well-defined

• The detection
• No “standard” way to express

the process
• Back to MDR

• Alerts as a service
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Behaviors

• Take alerts, investigate them, 
form correlations
• STIX 1.x on its way out
• STIX 2.x still has low adoption
• Many developers waiting for 

STIX 2.1 release

• Tie together multiple Alerts
• Format them -> share these
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Building from Behaviors to TTPs

• MITRE's Cyber Analytic 
Repository (CAR)
• Implemented in Unfetter 

currently
• Potentially the future of these 

behaviors is sharing analytics 
once they are developed
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Experiment Design
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Attacker Enterprise 1 Enterprise 2 Broker

Experiment Technologies
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Assumptions
• Implicit Trust already established
• Vendor agnostic message fabric 
• To be replaced by standard transport mechanism
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Demo
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Lessons Learned: Sharing
• Need a standard for sharing behaviors
• STIX does not have “behavior” fields
• One step closer to sharing an entire TTP
• Can be used to build campaigns

• Cognizant of differing organizational policy
• Ex. Alerting on Rogue PowerShell

• Enterprise may give everyone admin access
• Ex. Testbed is monitored
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Lessons Learned: Implementation 
• Splunk Alerts
• Want to trigger on incoming data
• How to look in history for situational awareness
• Safe from behavior in the future

• API offers large number of fields for alerts
• Good: scripts have a lot of power
• Bad: have to be extremely specific
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Future Work
• Modifying STIX 2.x to be able to properly encapsulate data
• OR need a new way to model behavior
• Engaging ISACs to share more actionable information
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The Future Ecosystem

Circles of Trust

Organizations are going to belong to multiple 
groups with different levels of trust. Some 
will have some relationship with another trust 
circle and some will be independent.



The Future Ecosystem

Information sharing and cyber 
defense automation share the same 
ecosystem

Shared information will directly feed risk 
decisions and associated automated 
processes. 

Automated defenses will directly inform 
information sharing activities.



Questions?



https://secwww.jhuapl.edu/iacd

https://www.linkedin.com/groups/8608114

@IACD_automate

icd@jhuapl.edu
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