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Outline

* Why?
 Adversary Playbooks
* MITRE ATT&CK

« How can it be used to share behaviors
 Detections

 Live Attack + Respond Campaign Demonstration
» Lessons Learned



Driving Motivations

« Want to move away from indicators
» Short shelf life
* Dead on arrival

« Want to move “Left of the Boom”
 Share TTPs, specifically TTorPs

 Want to stay machine consumable and therefore, automatable



Current Landscape

 Lots of Indicators. Hashes, IPs/URLs, Domains
 Enriched
 Checked by analyst (sometimes)
 Acted on

 Automation exists, but current approaches still yields
“Whack a Mole” approach

 TTPs always related to as one thing, rather than “T, T, or P”



TTPs and Instances

Playbook Description
Element

Tactics

Techniques

Procedures

Instances

Provides the What Capability Identification, Proactive

& Why Measures, Policy
How (Tech Capability Assessment, Policy, Defensive
Agnostic) Measurement Design

How (Tech Specific) Workflow development, Detections,
Tailoring Guidance for Enterprises

How (Examples) Detections and Incident Response
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Investigation

 Adversary Playbooks by Palo
Alto’s Unit 42

 Many different campaigns ->
TTPS @unita2 PLAYBOOK VIEWER

Reoper Is 0 suspected North Korean cyber espionoge group that has torgeted primarily South Koreon government, military, defense
() OILRIG Industriol bose, ond medio sector, In 2017 the group started to target other countries thot Includes Jopon, Vietnom, Nepol, Kuwolt,
ond ports of the Middle Ecst. With thelr exponsion of torgets their industry torgets exponded os well Reoper tends to use primarlly

SOFACY spear phishing toctics for molware delivery but, this threot group olso compromise strategic websites, ond use torrent file sharing to
distribute thelr molwore. July 2817 to July 2017

PICKAXE
» STIX Friendly o

DARKHYDRUS

July 2618 to February 2017

October 2016 to Dacember 2018
RANCOR

o (I e e i B (0 A
DRAGONOK

T07%: Stondord TI04t: Exfiltrotion Over
Applicotion Loyer Protocol ~ Commond and Control
Channel

MENUPASS Ti24%: Determine strotegic TI345: Creote custom TNS3: Spearphishing
torget payloods Attochment

TI082 System
Information Dlscovery
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Investigation (Contd.)

> M ITR E ,S ATT&C K ATT&CK Matrix for Enterprise

« Comprehensive T |

« Separated by Tactics
* Lots of techniques
 Expands into Procedures

* Picked at least 1 technique
out of each of all 11 tactics
categories

* Influenced by Unit 42’s
most common techniques



ATT&CK Techniques Chosen

« Spear-phishing attachment (Initial Access)
MITRE

* Port Scan (Discovery)

« Standard application layer protocol (Command
and Control) ATT&CK

* Registry Run Keys (Persistence)
 Scheduled Tasks (Persistence)

 Remote file copy (Lateral Movement/Command
and Control)

« Exfiltration over Command and Control Channel
(Exfiltration)

* Credentials in Files (Credential Access)
 Admin Shares (Lateral movement)
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Detections

* Integration team wrote detections
for ATT&CK techniques

« Get a gauge of the difficulty doing so

* Able to use this experience to
weight how important specific
information is in sharing threat
behavior

* Information exchange with
Defense Point and APL ITSD

* MDR - “Detections as a Service”
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What to Share? “1ACD

¢ Ad ve rsa ry p I aybo O k Branch: master v | playbook_viewer / playbook_json / darkhydrus.json Find file = Copy path

eiyuki Include updated CSS to match the new Unit 42 blog. Update the publish... 585add1 on Dec 18, 2018
- -
» Lacks certain details —
2106 lines (2106 sloc) 103 KB Raw Blame History [J

"type": "bundle",

* Ingest options are not {
c u rre ntly ::is;;_;gtzt:})::?Sﬁ;T:f?d—Ofgc—434d—bc6a—69515424boc3",

“"objects": [

Wel I -defi ned ( "type": "report",

"id": "report--59afb48d-0f9c-434d-be6a-69515424b0c3",
"created": "2018-08-03T721:03:51.4842Z",
"modified": '2018-08-03T721:03:51.4842Z",

L .
* The detection
"description": "DarkHydrus is a threat group targetting government agencies and educational institutions ir

"published": "2018-08-03T21:03:51.4842",
"object_refs": [

> NO “standard » way to exp ress "intrusion-set—e@edd713-cfcd-4252-859e-db12dbbde365",

"report--6320584e-3ef0@-4a72-aaf8-0a49fald477c"
1,

the process i A .
 Back to MDR

 Alerts as a service




Behaviors

- Take alerts, investigate them,
form correlations

« STIX 1.x on its way out

» STIX 2.x still has low adoption

« Many developers waiting for
STIX 2.1 release

* Tie together multiple Alerts
 Format them -> share these
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Building from Behaviors to TTPs

« MITRE's Cyber Analytic MITRE Cyber Analytics Repository
Repository (CAR)

* Implemented in Unfetter s
currently UN-ETTER

* Potentially the future of these
behaviors is sharing analytics —
once they are developed
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Experiment Design

Initial Attack
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2: DNS Tunnel J 7: Ingest New Attack Patterns

—

1: Phishing Email
PfSense 6: Share Attack Patterns PiSense
. A A 6: Share Attack Patterns .
Enterprise 1 Enterprise 2 J
—
7:Ingest New Atta‘;k Patterns 9: Alert On New Attack Patterns
SpamAssassin 5: Mitigations = 41
oy Demisto
(email filter) Broker Client
A Phantom
y
Domain Tools A
Ermcroson ADDC/DNS/DHC o 4 Splunk Alerts 8: Update Searches For New Attack Panemls
xchange P
Splunk Mitigation C2<  Mitigation C2
Log Data > Splunk
v
x e Log Data )
2:DNST | J Domain Tools
( wnne ADDC/DNS/DHC Carbon Black
L4 P
= < 7
Enterprise 1: & Enterprise 1: Enterprise 2 Enterprise 2 J
HRO1 " HR02 HRO1 HR02
3: Lateral Movement
] L
L Log Data _ t

Integrated Adaptive Cyber Defense 13



Experiment Technologies

Atocker _______[Enterprisel | Enterprise2 _______|Broker

T DEMISTO ¢ Phontom

=  splunk> splunk> Rator

Q.
E
RESPONSE




Assumptions

* Implicit Trust already established

* Vendor agnhostic message fabric
* To be replaced by standard transport mechanism



Demo



Lessons Learned: Sharing

* Need a standard for sharing behaviors
« STIX does not have “behavior” fields
* One step closer to sharing an entire TTP
« Can be used to build campaigns

« Cognizant of differing organizational policy

« Ex. Alerting on Rogue PowerShell
» Enterprise may give everyone admin access

 Ex. Testbed is monitored



Lessons Learned: Implementation

* Splunk Alerts
 Want to trigger on incoming data
 How to look in history for situational awareness
« Safe from behavior in the future

* API offers large number of fields for alerts
« Good: scripts have a lot of power
 Bad: have to be extremely specific



Future Work

* Modifying STIX 2.x to be able to properly encapsulate data
* OR need a new way to model behavior
* Engaging ISACs to share more actionable information



The Future Ecosystem

O Cir
cles of Trust
@

Organizations are going to belong to multiple
groups with different levels of trust. Some
will have some relationship with another trust
circle and some will be independent.



The Future Ecosystem

.a Information sharing and cyber ﬁ
QO defense automation share the same E E
ecosystem
Shared information will directly feed risk

decisions and associated automated
processes.

Automated defenses will directly inform
iInformation sharing activities.



Questions?



Integrated Adaptive Cyber Defense is sponsored by the
Department of Homeland Security and the National Security
Agency in collaboration with The Johns Hopkins University

Applied Physics Laboratory.

Our goal is to dramatically change the timeline and
effectiveness of cyber defense via integration, automation,
and information sharing.

http:k{{ https://secwww.jhuapl.edu/iacd . @IACD_automate

https://www.linkedin.com/groups/8608114 icd@jhuapl.edu
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