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Introduction and Background

((PO”
VP of R&D - deepwatch
MS in CS from JMU

20 years in cybersecurity
> Blue/Red Team
= |Cfor abit
= Cliche 80s “hacker” - you had me at WarGames
= First MSSP experience: Symantec in early 2000s
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deepwatch

= Startedin 2015 as an MSSP under GuidePoint Security
= Analytics focused

= Splunk based

= 0-100 customers in less than 4 years

= Single Tenant Data Environments

=  Automation was initially an afterthought.. .
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Press + Hype vs. Reality

1,391 views | Feb 21, 2019, 10:5%am

Automation Is Key To
Thwarting Cloud Security
Threats, New Oracle-KPMG
Research Shows

r Alan Zeichick Brand Contributor

Oracle BRANDVOICE

Phishing attacks, unpatched systems, and unauthorized cloud
applications are creating unrelenting risk for enterprise security teams.
Automation of threat monitoring and patching of software
_ vulnerabilities is often the best way—and increasingly the only effective
—to tackle those challenges.
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Automation Myths

=  Automationis new...

= Automation is complicated...

= Automationis “Al” or “ML"..

= Automation requires fancy products or tools...

How to Get Rid of a Mouse
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Level Set - Definition of Automation

au-to-ma-tion
/,6da'maSH(a)n/ 4

the use of largely automatic equipment in a system of manufacturing or other production process.
"unemployment due to the spread of automation”

‘Anything that programmatically completes manual task in a repeatable fashion”

Confidential & Proprietary


http://deepwatch.com

In the beginning... deepwatch non-automation

= Services oriented

= Manual environment builds

= Manual Content Creation and Distribution
= Manual Threat Intelligence Configuration
=  Manual Application Pushes

= Manual Threat Hunting
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Approach to Automation

FLY
= Phases:

= Customer Builds

= Blocking / Tackling

= Contextualization

o Playbook Development
= Active Response

s Metrics! (morein a sec) f
= Tools:

\ CRAWL

WALK

RUN

W @ python DEMISTO

HHHHHHH

Te;‘raform A PALO ALTO NETWORKS® COMPANY n

ANSIBLE
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All the fails..Automation style

1. APIIntegrations

a. Keys go bye-bye
b. “Trust”is important...apply CIAr to API’s
Ticket Creation

Git distribution automation

..worse than human error?

AR T R

..fixes are permanent...

TRY AGAIN
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Automation as Customer Value

Between a highly available/responsive platform and
a high-speed delivery mechanism for security

+ content, customers receive what they want without
the headaches of all the care-and-feeding of manual
tasks.
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deepwatch Detect Analytics Architecture
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deepwatch SOAR/Respond Architecture

Customers
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Threat Intelligence Workflow Automation

Customer

deepwatch
SaaS
Components

P & trayio

Personne |

deepwatch

digital shadows _,
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deepwatch Respond Content Library Highlights

= SOAR service offered by leveraging Demisto + deepwatch Content
Library
= Pioneered SOAR integrations with customer platforms
= Developed code into Demisto platform & multiple bug fixes while |
working at scale eo{0so
» Playbooks developed in-house
=  Mapped to CIS and MITRE ATT&CK Frameworks

)

Response .
14
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deepwatch SOAR Highlights - 2018

= All customers have SOAR tenants (multi-tenant environment)

= Created and managed Demisto systems (13 servers, 90 tenants, 3 separate
systems)

= Customized Splunk Demisto Technical Addon (TA) to create solution for all

customers via Luminate, code base integrated by both Luminate and Demisto
branches

=  Playbook Development
o Created Infrastructure monitoring playbook to help Engineers resolve
system issues faster
o Continuously developing playbooks
e Squad Requests
o R&D Roadmap

= Advanced Demisto & Ansible integration for self-healing playbooks and
further automation
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Similar to technologies like
Cofense and Wombat
Customer personnel send

suspected emails to an inbox for

evaluation
o  phishing@acme.com

Email payload detonated within

FireEye appliance

Positive results are assigned to

Squad
Negative results notify
forwarder
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Example Playbook - Pagerduty

Before

Manual analyst triage of
Operations Incidents
Workflow required multiple
handoffs and timing lag for
engaging resources, and
customer notification

Now

Automation validates need to
page support engineer
Configuration has escalation
process to ensure action
Automation performs starts
necessary ticketing &
documentation

Jetails X

d Page to Oncall

Comments (0) Errors (0) Inputs (3) Outputs (1) Duration

DBot January 11, 2019 5:53 PM O ™ ss@14690

Task Result

Task #1: Send Page to Oncall

Command: /PagerDutySubmitEvent author="kevin.manson@guide... (pagerduty_custo
Result

Trigger Event

Status triggered

Incident Key 1159a30ef30141£f6bd41£a9566710717

v

Save Ticket Number

O
W s

l

Send Slack Message

l

Close Incident

7 ]
y m
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Example API Integration: Slack

demisto_integration APP 12:34 pM

Alert: Infrastructure - Splunk Server ($result.instance) /opt/app mount will fill up in 6.7 days.
Tenant: test3

ID: 204141

Triggered Date: 2018-10-12 16:15:12 UTC

Severity: Critical

Host: idx1.dev.gpsvsoc.com

Drive: /opt/app

Capacity: 94.95GB

Usage: 87.33GB used

Remaining Space: 7.62GB

Ticket Number: ENG0003912

View it on https://172.29.17.113:443/#/WarRoom/204141

splunk> — QDEMISTO - 4" slack
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Example Automated Response - APl Healer

‘ vSOC-Notify APP 12:00 PM
Splunk Restart - Pending

API Healer has detected a drop in logs.

A restart has been scheduled for 13:10:40-EST on host

Splunk Search: Click Here

Index Sourcetype

0365 0365:management:activity

0 APl Healer Today at 12:10 PM

‘ vSOC-Notify APP 12:36 PM
Splunk Restart - Success

Restarting the Splunk service at 13:10:40-EST on host

successfully fixed the ingestion issue for the below index and sourcetype.
Splunk Search: Click Here

Index Sourcetype

0365 0365:management:activity

O AP| Healer Today at 12:35 PM
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Metrics: A Cautionary Tale

= Most SOAR platforms have an “hours saved” dashboard
= These metrics can be misleading...

= |nthe wrong hands, these can lead to bad decisions...
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The Future... in the year 2000

AUTO;CORRECT HAS TROUBLE

o AllAPI(No VPN) Wml THEWORD "ISN T

e Zero Trust N

« Host Isolation * ’ -

« Host Rebuild 3

« VPCWipe '

o Chaos Monkeys = ‘,@\

o Active Response -, s

« Human Mediated TELL ME AGAIN IIIIW'I'IIE MAGHIHES

Orchestration .. \WILL ONE DAY TAKE OVER:.
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Outline / Notes - REMOVE

= Whoam?
=  What is deepwatch?
= |nthe beginning...vSOC (manual builds, etc.)
= Automation Initiatives
= deepwatch SOAR approach
= Blocking / Tackling
= Contextualization
= Automation of Analyst and Engineer Tasks
= The path forward - automating all the things
= Analyst tasks (contextualization, click gos)
= Engineering tasks (server / service restarts)
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