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Definitions
Trust

• Firm belief in the reliability, truth, ability, or strength of 
someone or something (Oxford)
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Autonomy
• A self-governing system acting independently without 

intervention from a human at any point in time (Bae, 2019)

Automation
• A system that works by itself with some amount of 

human intervention (Bae, 2019)

Reliance
• The act of relying -> being dependent or having 

confidence based on experience (Merriam-Webster)
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Jennifer Ockerman, PhD
• IACD Trust Initiative Lead
• Principal Cognitive Systems Engineer
• Johns Hopkins University Applied Physics Laboratory

• Focus on the human element of cognitive systems -
joint human and technology efforts to complete 
cognitive tasks
• Decision making 
• Human performance measures
• UI design

• Domains
• Cybersecurity
• Military command and control
• Homeland security
• Law enforcement and corrections
• Healthcare
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IACD Trust Framework: Putting It All Together
• IACD encourages the use of automation to meet the pressing 

needs of cybersecurity
• Some reluctance to automation is due to lack of trust
• Trust in automation
• What is trust in automation?
• What do we know about it?
• How might it impact cybersecurity and IACD efforts?
• Can it be measured?
• What are the gaps? What additional work is needed?

• Created a trust framework from
• Academic literature
• Reports from previous IACD efforts and financial pilot
• Focus group with non-cyber automation designers, developers, and 

deployers
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IACD Trust Framework
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Safe and Effective Use 
of Autonomous Platforms

Cybersecurity and 
Assured Control Trustworthiness Action 

Recommendations



Maximizing Incident Response 
at the Edge

Addressing Massive 
Change in Security and 
Compliance Architectures
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