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Embedded Contextual Analytics
Put the Data at the Point of Need

Presented by Michael Deane
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Mate is your seizure diary: it displays the
seizures detected by your Embrace and
it allows you to edit them or add new

Two seizures on a day
about 10 days ago.







EVERYONE

DASHBOARD

A dashboard protects the driver of a
horse-drawn wagon from mud or debris
dashed up by the horse’s hooves.
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No embedded data

https://en.wikipedia.org/wiki/Dashboard



No embedded data

No speedometer for 25 years, until 1910
3 ' No gas gauge for 37 years, until 1922

‘ - https://www.cargurus.com/Cars/1915-Ford-M@del-T-Pictures-c21698#pictureld=41246673







Humans “tune out” when not given a task, the science of “human engagement” is evolving to address this risk.

Personalized seat, steering wheel, and mirrors adjustment
- Automatically adjust to individual pre—sets (prior human config, select your saved setting to use)
Parking assist, hands-off steering
- Pull into pa rking SPOt (choose to use, human has immediate override capability)
- Parallel pa rking (choose to use, human has immediate override capability)
Assisted driving, location aware (GPS)
- Lead driver to a destination (choose to use, human has immediate override capability)
- AdeSt to Speed limits (choose to use, human has immediate override capability)
- Disengages assisted driving in location not “mapped” by the system
Assisted driving, forward-facing camera and radar
- Keep car centered between lanes
- Alert when making a lane depa rture (choose to use, human has immediate override capability)
Assisted collision avoidance, radar
- Maintain distance from car (prior human config, choose to use, human has immediate override capability)
- Rush hour traffic drivers love this feature
Assisted driving, camera tracking driver’s eyes
- Driver not alert?
- Flashing lights on steering column
- Audible alerting
- Seat vibrations



Attack surfaces of autonomous automated automobiles:
e Infrastructure signage
e Machine vision
e Global positioning system
* |n-vehicle devices
e Acoustic sensors

e Radar

e Light detection and ranging

e Material/structure on which the vehicles drive
e |n-vehicle sensors

e Odometric sensors

e Electronic devices

e Maps for longitudinal and lateral directions




The ability to take data—to be
able to understand it, to process

it, to extract value from it, to
visualize it, to communicate it
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FIOEFD for PTC Creo is the most
popular computational fluid
dynamics (CFD) analysis tool that is
truly embedded into Pro/ENGINEER
and Creo.

It enables design engineers to
frontload CFD by moving
simulation early into the design
process where it is more cost
effective to identify and fix
problems and enhance productivity
by x2 to x40.

FIOEFD is:

Embedded in Creo — one interface,
one model

Intuitive and easy-to-use

Fast and has robust convergence
criteria even for highly complex
geometry




C-Suite

What do the prognosticators say?

A
(
I

1 Workloads — not 2 Multi-cloud, hybrid, 3 Centralized data
just data — will be and edge will form a will be replaced
distributed continuum by a single view

of all data

& 1
g o &Qﬁ

6 Al will make 7 Visualization, 8 Data literacy will
analytics more conversation, and become a KPI
human, not less presentation

technologies will
merge

AP Q/ D

4 Performance and 5 Analytics embedded
scale will re-take in the process will
center stage reshape the process

ki | '

9 External innovation 10 Platforms will evolve
will outpace internal into systems.
innovation by 2X

Analytics will be embedded:
in dashboards

* in operational systems

* in business processes

* in websites & portals

* in mobile applications

* in end point applications



i INTERNET OF THINGS

Passing data to a central data store, performing
analytics, and returning the result of the analysis to
the edge device is not realistic.




C-Suite

Workflow and automation, outside of manufacturing,
has not been as successful as was originally envisioned.

Embedding analytic capabilities into the applications
that end users spend most of their time in will build up
their trust in the data. They will also be empowered by
the ability to make data-driven and analytics-based
decisions.

In time, the end users themselves will recommend that
the most reliable data and analytics be used to drive
automation of some processes.



So...

What is the best way to get actionable, relevant, accurate,
and timely information (derived from analysis of data) to
these end users? The answer is not a dashboard in a
separate software application.

For too long, there has been a proliferation of incompatible
software applications. Users have to repeatedly leave their
current application to do a task only possible in another
software application. Then, they return to the main

application where they do most of their work. This process
repeats itself over and over again everyday.

It is time for the end users to have the information they need
inside the application where they are doing their work.

https://www.logianalytics.com/bi-trends/maturity-model-4-stages-of-embedded-analytics/



ACQUISITION BEHAVIOR OUTCOMES

Audience SE Keyword Engagement RSS Feed Value per Task

Growth Rank Average Rate Growth Aquisition Completion Maybe an exceptlona“y We“ executed daShboard

-15% 18 1.06% 26% $5.16 79% is what a user in a certain role needs.
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KEY TRENDS & INSIGHTS

e Occam’s Razor (OR) organic traffic is down 15%. o
* OR positions well in search engines for many key-
words, but still has room to grow - especizlly in regard M‘*”‘—‘
to Bing and Yahoo. {
* ORengagement is healthy, butit’s on a slight down- F e —— :
ward trend that needs to be reversed. ’
e ORRSS Feed Growth is up 26% despite the downturn
in traffic and engagement.
* OR’s $5.16 Value per Aquisition is doing well, but this

can improve by optimizing several site Goals. RSS S RIPTION GROWTH
» OR's 79% Surveyed Task Completion Rate is healthy. 33 SUBSC ON GROW

AUDIENCE GROWTH

(Sewrzr Trafic) Viks [Oect Treffe) @ Vists Rufersd Taffic) @ Viaks fSrarced Trafhe

RECOMMENDATIONS sl 7 ———____

* OR needs to work on SEO for several new and existing

keywords to increase organic search. e
* OR needs to encourage more engagement by means 2
of modifying blog design to highlight important site
Goals.
* OR needs to highlight RSS Feed subscription on site
and on other web properties.
* OR needs to optimize Goal conversion for three high-
est value Goals. ECONOMIC GOAL VALUE

IMPACT TO BUSINESS

* Improving OR website Goal conversions has a positive
21.7% estimated economic value impact of $362,000.

More often than not, a very small set of
very specific metrics will suffice.

e |mproving smaller OR website Goal conversions will
have only an incremental economic impact on the
site, but they will help the site grow it's subscriber and
social media base.

C-SUITE


https://www.kaushik.net/avinash/digital-dashboards-strategic-tactical-best-practices-tips-examples/

RECOMMENDATION

ENGINES

DEEP
LEARNING

PREDICTIVE
ANALYTICS

NLP/TEXT MINING

EVIDENCE

MACHINE
LEARNING SYSTEMS
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NarrativeScience /
B %= ;% PRESCRIPTIVE
N ANALYTICS
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NATURAL LANGUAGE GENERATION

Will pursuing embedded
contextual analytics
impede my efforts in data
science? No.

Consider where the output
from these analytics will
provide the most value.

If a certain role of end user
in your application needs

this data, then stream the
updates directly into that
user’s primary interface.

Task the end users to
validate the correctness

and usefulness of the data.

Then automate!!!



https://www.zdnet.com/article/inside-the-black-box-understanding-ai-decision-making/

C-SUITE

ftp://public.dhe.ibm.com/software/data/bi/alphablox-tdwi.pdf



How difficult is it to embed contextual analytics?

If your applications are primarily web applications (HTML5, CSS3, JavaScript, and REST API),
then you can introduce embedded contextual analytics this year.

1. A dashboard or chart can be inserted directly into an iFrame in your
existing web application.

2. You can use JavaScript, a JavaScript Visualization Library and the REST API
to dynamically paint charts into <DIV></DIV> tags in your existing web
application.

3. APl integration allows your application to interact, filter, and drill down into
everything.



Developers

oldsmobile cutlass salon
8 Name
brougham

Miles_per_Gallon 23.9
: Cylinders 8
- Displacement 260

Horsepower 90
Weight_in_lbs 3420
Acceleration 22.2

10

Acceleration

. An analyst hovers the mouse over an outlier to view d

R 5| S I SR N S Year 1979-01-01

15 20 25 O 5 10 15 20 25
Origin A

Acceleration

etails-on-demand.


https://www.semanticscholar.org/paper/Voyager%3A-Exploratory-Analysis-via-Faceted-Browsing-Wongsuphasawat-Moritz/0d22b6cab566e5dc5bdab95742ee51c8981d5422

Good or Bad? We don’t know, without context.

Number of Anti Virus Alerts

https://www.rsa.com/en-us/blog/2017-05/metrics-not-just-fun-facts



https://www.rsa.com/en-us/blog/2017-05/metrics-not-just-fun-facts
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1. White-Label

2. Lightweight
Integrated

3. Deeply
Embedded

Standalone interactive
visualizations with your
branding

Lightweight iFrame- based
integration with your app

Deep SDK-based infusion
into your app

Add custom visualizations
and smart connectors

BUY: Remove product
branding and replace with

your own. Stand-alone
business intelligence
product suite.

https://www.zoomdata.com/embedded-analytics/

Depth of integration

Developers


https://www.zoomdata.com/embedded-analytics/
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Sales Rep Performance

Sales Rep by Variance

Sales Rep Q Siles Variance
Totals -19.5%
Amalia Craig -41.9%
Scott Powell -41.8%
Janice Scott -41.5%
Samantha Allen -40.5%
Karen Clinton -40.4%
John Greg -39.7%
Cheryle Sincock -39.0%
Craig Lary -33.9%
Deborah Halmon -29.1%
Sharon Carver -27.1%
Ronald Golinski -25.5%

Total Revenue = $12,870,452

David Laychak -

TAGnology .
Brad Taylor .
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Donna Brown I
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Developers

Sales Quantity by Sales Rep
colored by # of lost customers

Judy Thurman TAGnology

Craig EULERR DL GEE David Laychak  RRITEEEEl
Amundson Williams

Standalone interactive
visualizations with your
branding

Powell

Janice
Brad Taylor Scott

Donna Brown Dennis
Johnson

Max Blagburn

Amelia
Fields

White Label, remains a separate application (no embedding).
Preconfigure or customize, then sell as your own brand of business intelligence tool.



<div id="container">

<p style="height:100px;"> </p> Devel()pers
<div 1id="coll"> -
; 'n>
IFrame
<div 1id="col2outer">

<div id="col2mid">
(p)

<iframe src="http://localhost:4848/single/?
appid=C%3A%5CUsers%5Clenovoflex5%5CDocuments%5CQLik%5CSense%S5CApps%S5CConsumer%20Sales. qvf&obj=MEA]CJ
&opt=currsel&select=clearall' style='border:none;width:600px;height:400px;'></iframe>

</p:
<fdiv>

<div id="col2side">
<p> </p>
</div>

</div>

<iframe></iframe>

</div>

e  Embed finished product 2. Lightweight
Exam-ple sh.own, Integ rated
L Ol o Chart, table, map, or whatever visualization must already exist

Qlik Q o Hosted somewhere else in a different web application Lightweight iFrame- based
integration with your app

Sense




Your SaaS platform Qlik Sense Server

IFrame

.............................................

IFrame or DIV embeds charts Siream Stream

* E 5 Customer A Customer B 2. Lightweight
> 2 Integrated

o ity

ot -Z [Ill

Sales app with

Lightweight iFrame- based
integration with your app

- : 1 3 customer A
User logs in into data
your SaaS : i 3
platform.

Your software controls
a 0 Qlik Sense via APIs.

N’ O Using these APIs you can automatically login your users

Your authentication module ¢ “f‘ and provision the apps.
forwards indentity to Qlik :

via a ticket : API calls ! ; y B
: : create apps Single sign on (via a ticket) ensures no double double

logins and automatically transfers authorizations from your

platform to Qlik.
Example ShOWFl, : o 8 A ARSI NS PR st e iirreeed ; '
using Qlik: 3 2

Qlik @ vour Apibased IS your application a SaaS, where you host and provision your
: automation utility

(Broker) serwces to many different customers?

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Sense

oooooooooooooooooooooooooooooooooooo



[N rauniversity.local/about/ X b

& & @ Not secure | rauniversity.local/a

No selections applied 2. Lightweight
Integrated

Lightweight iFrame- based

in % by Product Sub Group integration with your app

Some limited interactions supported.

The visual parts of Qlik Sense are based on web sockets,
Javascript, CSS3, HTMLS and Angular.

Baking Goods
Margin Amount: 3.91M
Share: 9.0%

Example shown,
using Qlik:

Qlik (¢

Sense

https://integration.glik.com/documentation



Client side (rendering)

Client P
% avascrpt
Side A AP

B

£ JSON

messoge

End user focused capabilities

2264, 3585, 1321

[ sadend |

. | (cRs)an ,' I / >
[ e . \_ ,‘ ' LA
[ it ] “ad API S
" = Front- ﬁ 3. Deeply
7 ~ end APl 7 Embedded

/ Gon L Deep SDK-based infusion
[ oS ) o into your app

5 e )

Server | ‘e | (- )

Machine Service Account

APls

Admin focused capabilities

Back- |
'““3endAPL/"~\

import Qlik Sense certificate

Example shown,

(=] | s [ \
— oy &
\ 'y | |

using Qlik: Use JavaScript APIs to embed objects in web pages (front end services) and APls to

communicate with backend services (an example would be the Qlik Engine API, which is a

WebSocket protocol that uses JSON to pass information between the Qlik Associative

https://integration.glik.com/documentation



2264, 3585, 132

3. Deeply
Embedded

Deep SDK-based infusion
into your app

OEM

Example shown,
using Qlik:

Qlik @

Sense

APls provide seamless integration into your software applications and

BhEcEo --2H ~g 3

INTAKE_MANIFOLD (Active) - Creo Parametric 1.0 -8 %
File ™ Model Analysis Annotate Render Manikin Tools View Applications = Flow Analysis AN
N Wizard & g‘,' ¥f Boundary Condiion 3 l> @6 & & K <F @ FIoEFD Melp Topics
i New [isFan e » #H o B9 FIOEFD AP1 Holp Topics
eeeee i Run  LoadAUnioad Flow Simulation Flow Simulation
B3 Clone Project B Settings N Sudace Goals ] Resuts @@ €8 Results Features > &) Display *  About FIGEFD
Project Tools Insert~ Run Results ~ Results Display Help
Fem GRRE ® [ %
101324
B INTAKE_MANIFOLD 101320
101315

I Cutlet Volume Flow 1 ::::::
B Envionment Pressure 1 L
=B Goss 101280
B SG Av State Pressure 1 ‘g:gﬁ
> ﬁ‘" fremre O 101267
. :f- Mesh Pressure (Pa]
= B CutFiots Surfaco Plot 1 contouts
B CutPiot 1 Flow Teajectories 1
= & SufacePiots
@ sufxePiot1
= & lsourfaces
& Isosurfaces 1

= i Fow Tragctoces
£ Flow Tragectones 1
. Partiie Studes
/. PontParameters
& Surface Parameters
B voume Parameters

% Coape
.
You get the native behavior of your own application.
@ﬁr P wo b ° (=) Sman

The user should not need know that under the hood Qlik Sense is running

* no double logins

* no context switching
* no juggling multiple applications

https://integration.glik.com/documentation



* Buy?
* Build?
* Buy and Build?

Ridiculous number of embedded contextual
analytic vendors to choose from...

categories/business-intelligence

https://insightplatforms.com/all-platform-categories

https://www.capterra.com/dashboard-software

https://bi-survey.com/

Buy:
 qglik sense

e dundas
e envision
e sjsense

* vyellowfin

e pyramid analytics
* ms power bi

* tableau

e zoomdata

Build:
 bit+victoryEmbed
 geckoBoard

* matomoEmbed


https://www.g2.com/categories/business-intelligence
https://insightplatforms.com/all-platform-categories
https://www.capterra.com/dashboard-software/
https://bi-survey.com/

Ridiculous number of embedded contextual analytic
vendors to choose from...

https://www.g2.com/categories/business-intelligence

https://www.capterra.com/dashboard-software/

https://insightplatforms.com/all-platform-categories/

https://bi-survey.com/

 glik sense

e dundas
. envision
. sisense

 vyellowfin
 pyramid analytics
* ms power bi
 Tableau

e zoomdata

Build:
bit+victoryEmbed
GeckoBoard

e matomoEmbed


https://www.g2.com/categories/business-intelligence
https://www.capterra.com/dashboard-software/
https://insightplatforms.com/all-platform-categories/
https://bi-survey.com/




RED ALPHA PROPRIETARY

Add New Device

Name % Description
UEBA Anomalies

Associated App % Device Type ¥

Walkoff

Undo Changes and Close “‘{a o ice

e SERVER HOST DETAILS R
= CPU 4 CPU to GROW
Memory 16GB Memory
piskio @ @O0 Disk 1/0 Rule  Host
ENV
Bandwidth 1GB @ Bandwidth Terms

/\RED ALPHA Scenario: Add a cloud-based application to your workflow.


http://www.red-alpha.com/
mailto:teaming@red-alpha.com

RED ALPHA PROPRIETARY

Add New Device

Name % Description

Index Search

Associated App % Device Type ¥

Walkoff

Undo Changes and Close [| Add Device

HOST DETAILS

ABILITY

CPU to GROW
: SO S - Memory
st Pénetration Testing == Disk 1/0 Rule  Host
Iﬂx , ENV
app STOP DOS DDOS FRAGILE Bandwidth Terms

/\RED ALIV-DHA:TN ’ Scenario: Add a legacy application to your workflow.


http://www.red-alpha.com/
mailto:teaming@red-alpha.com

RED ALPHA PROPRIETARY

Add New Device

Name % Description

Denial of Svc DOS DDOS

Associated App % Device Type ¥

Walkoff

Undo Changes and Close [| Add Device

CPU to GROW

AVAILABLE ? HOST DETAILS ABILITY
Memory 40%

A Network I/0  30% Memory
app STOP Malware Viruses Worms Trojans 80/200
Disk /O 30% ‘ Disk I/0 Rule  Host
app STOP Phishing ENV
app STOP Ransomware Swap 40(% @ BandWIdth Tel'mS
[ TOP V te Attacks

/\RED ALI;H; i Scenario: Add an on-prem application to your workflow.
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app Encryption Disk

Add New Device

Name %

Disk Encrypt

Associated App %

Walkoff

RED ALPHA PROPRIETARY

Description
Files

Device Type %k

Undo Changes and Close [| Add Device

SERVER HOST DETAILS

CPU
Memory
Disk 1/0O
Bandwidth

Scenario:

ABILITY

100% CPU to GROW

100% Memory

100% Disk I/0 Rule  Host
: ENV

1GB @ Bandwidth Terms

Add an on-prem application to your workflow.


http://www.red-alpha.com/
mailto:teaming@red-alpha.com

Golden Ratio: A traditional Golden Spiral is formed by the nesting of Golden Rectangles.


http://www.red-alpha.com/
mailto:teaming@red-alpha.com
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Playbook Execution Interfaces~ Scheduler Devices 0 admin ~

‘DlB'J.Ul.?lCJQJEJOJ_!l - (In Progress)

A

P

create | \
) >
empty N
message (] leadership, legal,
: + | °
create text [ create text més?ag'e component ] security
message
component

create url (=

message external
component
stakeholders

NLG is a component that is included with :
present day business intelligence tools. public

relations

NL generation:

Machine learning widgets pull out relevant
meta-data and make the content
searchable. It can also extract highlights cyber orgs

and summarize content from documents. /\RED ALPHA

external




WALKOFE “® pe = i ' = S X

Playbook Execution Interfaces ~ sScheduler pDevices Messages Vietrics : D admin ~

DJBJlUJOICJ@ B o | - (In Progress)

create B

« oy

empty N
message Pd

+) Automated messaging can be built into the workflow.

create text | [ereatetextmessageeomponm]
message — — -
component

| 9@~~~ B /7 YU § = = E E MW &£ — G 66
create url | =

message All network services are being blocked to the corporate subnetwork located at [...].
component
All individuals known to be present at that location will receive this same information via a
telephone message, email, slack chat, and other personal and organization
communication channels contacts (known to, on file with; HR).

NLG can assist in crafting the message to inform the
organization. The NLG can also deliver a “recorded” The duration of this outage is not known at this time.
oral message.

The message can be crafted to include detailed information:
e Compromised accounts

e Disrupted services

e Data and network affected by the incident

e Amount and type of damage done to the systems

/"\RED ALPHA
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Playbook Execution Interfaces ~ sScheduler Devices Messages Vietrics ¢ admin ~
DIBNIUJ‘D[C‘J@ bJOJ![ - (In Progress)
A g : ;L - !
create 5 (" \
empty \ ./
message )
() Automated messaging can be built into the workflow.
create text [ [ create text message componem]
message il
component T _
, 9@~# B /7 Y § = = E E WM &L — & 66
create url =
message We have experienced a breach of our computer network.
component

We do not have all the details at this time. As more information becomes
NLG can assist in Crafting the message available, we will inform the public and provide the appropriate details.

to the pub||c (press release). Any personal information breached will only be handled with direct
communication to the affected person.

NL generation:

Machine learning widgets pull out relevant meta-data No information about individual persons will be shared with the general
and make the content searchable. It can also extract public. We have made arrangements to provide free identity protection
highlights and summarize content from documents. service to each and every person impacted by this breach.

/"\RED ALPHA
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WALKOFF

Playbook Execution Interfaces ~ Scheduler Devices Messages Vietrics 0 admin ~
DIBIJUJD[CJ@ IS‘OL! = (In Progress)
L ! ! ' N .
create B N
«
empty S
message P . o
(#) Automated messaging can be built into the workflow.
B L i _ . e ny
component 1 _
9~~~ B /7 U § = = E E MW &L — {6 66

create url (=

ey Craft messages specifically for:

component .

* The Federal Bureau of Investigation (FBI)
NLG can assist in crafting the messages to * The U.S. Secret Service (USSS)
. . e The U.S. Immigration and Customs Enforcement (ICE)
global Cyber Threat Intelligence operations T B ey
and standards organizations. * State and Local law enforcement
e STIX-TAXII format > Automated Indicator Sharing (AIS)

NL generation: e Cyber Information Sharing and Collaboration Program (CISCP)
Machine learning widgets pull out relevant meta-data and e Information Sharing and Analysis Centers (ISACs)
make the content searchable. It can also extract highlights and e National Cybersecurity and Communications Integration Center's (NCCIC)
summarize content from documents.
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— Herbert Simon

Carnegie Mellon University

Herbert Alexander Simon was an American economist, political scientist and cognitive
psychologist, whose primary research interest was decision-making within organizations
and is best known for the theories of "bounded rationality" and "satisficing".
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Thank you!
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The best solutions for all your security needs.



