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Organizational Lessons Learned
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Organizational Culture

Security Automation and Orchestration (SAO) is a different way

of doing business, not a technology upgrade

L]

The 3 most critical elements of a successful SA&O deployment

are.

Visible
Support for
Automation at
all levels of
the

©2018 by The Johns Hoqmi ]’ mlmtory. Material in this document is made available under the
Creative Commons AttribtUtion4.U Internati icense.

Willingness to
Define and
Modify
Processes to
gain efficiencies

O

Purchasing
products and
applications with
Interoperability
in Mind
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Operational Readiness

It takes more than just purchasing an orchestration product or
platform to implement cybersecurity automation

Scalable processes — What if it executes 2000x a day instead
of 20?

SAO skill sets - Do you have the expertise to design
workflows? Integrate products and data sources? Implement
security controls?

K K

Evolving SOPs — How does the job change when analysts
are freed from manual tasks? When they are expected to
process more or different alerts/events?
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Deployment Scope

Define the critical elements of success (and failure) before you
start

» Define success and exit criteria
 What must be achieved? When are you done? How will you know?
« What must never happen? What if you need to de-scope?

» |dentify key roles and responsibilities

* Who are the stakeholders? Who needs to be included in the planning? What
support is required?

 Manage risk through proper planning ‘

« What are the test and evaluation m

requirements? How do you verify

workflows fail safe? What happens if you r
need to go back to the current manual
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Metrics and Measures

Make sure to make your point — not just any point that can be
made

* Why are you deploying a new
capability? What does it take to
demonstrate value to different
stakeholders?

» Capture baseline measurements
or metrics for comparison!

» Forethought = success
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Communications

Transparency and consistent messaging are critical to success

« Open communications is key

= Leverage modern technology

* Maintain a shared understanding of
goals and objectives

* Needs to be a concerted, organized,
deliberate effort by leadership

= Establish a single, well-understood
location for everyone to find finished
products and materials

© 2018 by The Johns Hopkins Applied Physics Laboratory. Material in this document is made available under the
Creative Commons Attribution 4.0 International License. Integrated Cyber Fall 2018 8




Technical Lessons Learned
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Interoberability

Robust, open APIs remain the single most important criteria for
current and future integration

* Implications for selection of products and
services >

» The right functionality must be exposed )
through the API to

» Gain efficiencies via automation
= Enable increased capabilities via integration

= More readily leverage new functionality in d <
existing operations
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Security Considerations

Orchestration platforms have different models for security —
make sure the one you buy meets your needs

» Authentication of human and non-human entities
» Secure access/usage of credentials
* Integration with native or third-party security services

 Some vendors off-load security
functions to integrated products
or the network

« Sometimes your end products
and services do not support
© 2018 by The Johns Hopkins Applied Physics Laboratory. Material in this document is made available under the se c u re i nte g rati O n
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Automated Response Actions

Focus on identification and execution of high-reward / low-
regret response actions

Automated Response Action Benefit vs. Regret Matrix

¥ ® @ High-Reward/Low-Regret: Where
ED - CAUTION Automation is Focused Today
& DO NOT OPERATE
§ THIS MACHINE WITHOUT
= GUARDS IN PLACE Q Low-Reward/Low-Regret: Best Place to
g ) ’ Add Automated Response Actions
%
&
@ High-Reward/High-Regret: Risk Posture
% ~ Defines Automation Opportunities
@
53
- 0 Low-Reward/High-Regret: Move it to
Low High Another Quadrant

Potential for Regret from Automated Response
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Actionable Information

Share information that drives local response

* Impact and risk tolerance are personal and
local

= Confidence scores are more actionable than risk
scores

= Most actionable information maps easily to local
prioritization or defense processes

* Understand how consumers use the
information you provide
* Analysts vs. Defenders

= Do they want your knowledge, perspective, or
opinion?

© 2018 by The Johns Hopkins Applied Physics Laboratory. Material in this document is made available under the
Creative Commons Attribution 4.0 International License. Integrated Cyber Fall 2018 13




Sharing Models

Separate core content from context, and make both available in
an automated fashion

* Multiple sharing models

 Each user wants different information for different reasons at
different times

 Bring Your Own Ecosystem still applies

 Core content drives initial action

 Context informs more advanced
decision making
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Trust

Trust is derived from transparency and validation

* | am willing to trust a process | understand
_and agree with

~ oo = % <] amwilling to trust peers | already have a
‘ MR relationship with

and oversight

* |If you mislead me too often in the beginning,
| may not make any effort to trust you
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Influencing Industry

Make industry your partner, not your competitor

» Let industry be your innovator and scaling
function
« COTS is a given in every ecosystem
 Transfer knowledge, not technology
+ Affordable sustainment

 Buy differently
« Demand support for interoperability
* Demand robust APls

» Ask how something new improves what you
already have
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“The real key is about translation”
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» Transfer it
» Make It adoptable and sustainable
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Acceleratmg the) Speed and
Scale of Cyber Defense

Our goal is to dramatically change the timeline and Ll
effectiveness of cyber defense via integration, automation,

and information sharing.
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